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The Problem Space
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-
IT Operations is a REAL Big Data Problem

* Tons of servers:

* Many single- laaS, PaaS, containers

purpose servers
* Dynamic & elastic

* Fixed resource .
resource allocations

allocations
* Multiple, constantly

« Static workloads changing workloads
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Survey after Survey Shows Massive Data Growth

IT.COM
Machine Data
Social Media 20x GrOWth
2010 - 2020

ValP

Enterprise
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Survey after Survey Shows Massive Data Growth

What is Big Data?

IDC

Explosive Growth in
Machine-to-Machine
Data

DATA
VOLURE
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Survey after Survey Shows Massive Data Growth

IDC

Another IDC report
with “Hockey Stick”

Inflection point occurring
now
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Get R.E.A.L. Big Data for IT Ops
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Framework for Evaluating R.E.A.L. Big Data
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Framework for Evaluating R.E.A.L. Big Data

Analytics
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Framework for Evaluating R.E.A.L. Big Data

THE TRUTH ABOUT

REAL

BIG DATA

http://blog.rocana.com/the-truth-about-real-big-data

Analytics

Frocana.




A R.E.A.L. Architecture for IT Ops
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Rocana Ops Architecture
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COLLECTION EVENT DATA WAREHOUSE VISUALIZATIONS
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Rocana Ops Architecture

DATA APPLICATIONS &
COLLECTION EVENT DATA WAREHOUSE VISUALIZATIONS
@E—TT)

r \|] K .
DATA SOURCES (/) g1 - n
:H K [
Y -\,

syslog, log files,

E metrics Event
o Com— Data Bus
-— ® @00 o ‘ :
== Advanced Data Event 'Ii'
APls Analytics Lifecycle Storage —

Oracle Big Data Appliance

N
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Rocana Ops Architecture

DATA ¢
COLLECTION i

What Can You Collect?

[ eee
DATA SOURCES (/)
syslog, log files,
metrics Event
Data Bus

ﬂ
rR=c2
O=0

AUvVdlivcu dld CVCIIL | . H

APls Analytics Lifecycle Storage

4 é. obe

o/[®
4 A
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Rocana Ops Architecture
What Can You Collect?

DATA
COLLECTION Syslogs — Routers, Firewalls, ... |
Application Logs
— Web Server Logs
DATA SOURCES (/) Database Logs
Metrics — CPU %, RAM, Disk
syslog, log files, - SIEM Events
metrics Event
‘, | Data Bus APM Feeds
= I'\UVdIIL.;UU .LJdld CVCIIL U .. H‘
APls Analytics Lifecycle Storage S

¥rocana.
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Rocana Ops Architecture

You Didn’t Say <XYZ> Data?!

DATA
COLLECTION
AT ‘ - \I I/ )
DATA SOURCES (/) 1 - Nl
syslog, log files, Transformation Aggregation
metrics Event
Data Bus
== Advanced Data Event 'I.'
APls Analytics Lifecycle Storage —

‘. ] L
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Rocana Ops Architecture

That’s what the Open APIs are for:
Native Java, REST, Avro

DATA
COLLECTION
AT ‘ - \I I/ )
DATA SOURCES (/) 1 - Nl
syslog, log files, Transformation Aggregation
metrics Event
Data Bus
== Advanced Data Event 'I.'
APls Analytics Lifecycle Storage —

‘. ] L
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Rocana Ops Architecture

DATA APPLICATIONS &
COLLECTION EVENT DATA WAREHOUSE VISUALIZATIONS
DATA SOURCES (/) 11 - o
-1 N S
. syslog, log files,
E : metrics Event
= Data Bus
— () @00 010 ( )
e ;95 s ® /\,
= Advanced Data Event d I M
APls Analytics Lifecycle Storage p—————§
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Rocana Ops Architecture

How Much Data Can You Handle?

DATA
COLLECTION EVE
___eee ;
DATA SOURCES (/) | - s
ud A
syslog, log files, Transformation Aggregation
metrics Event
Data Bus
=== Advanced Data Event i ' i '
APls Analytics Lifecycle Storage —

‘h.,:
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Rocana Ops Architecture

DATA SOURCES

DATA
COLLECTION

(/)

syslog, log files,

metrics

ol0
101
110
o
..

[
—

APls

© 2015 Rocana, Inc. All Rights Reserved. | 22

APPLICATIONS &

EVENT DATA WAREHOUSE VISUALIZATIONS
‘7 | \J] L - —
h 2k =
I 4} /SN
Transformation Aggregation
Event
Data Bus

Advance N Event ' ' N '
Analytics Storage A ——————

How Much Data Do You Have?

‘. ] L
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Rocana Ops Architecture

DATA APPLICATIONS &
COLLECTION EVENT DATA WAREHOUSE VISUALIZATIONS
g B \l : —
DATA SOURCES 4] — n
" L 71 I\ /SR
Transformation Aggregation
500 GB Event ) U
10 TB+ per DalEIEUS ®~ U
day T ®e® \,
Advanced Data Event ' ' § '
Analytics Lifecycle Storage —

)

] L
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Rocana Ops - R.E.A.L. Big Data for IT
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Rocana Ops

*}rocana

Top Event Sources - Last 3 Days
location

aws-us-west-2 70.1k events
host
webtest-bryan.int.scalingdatacom 41.3k events
cdh5-4.intscalingdata.com 10.1k events
cdh5-3.int.scalingdata.com 8.99k events
cdh5-2.intscalingdata.com 8.44k events
webtest-bryan 1.31k events
service
cdh 26.5k events
rocana-metric 20.4k events
rocana-solr 11.2k events
sd 8.04k events
rocana-hdfs 1.59k events
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Distribution of change in event volume by location - Last 3 Days

seoncwre (|1 THHHHHNIAEN

60-80% change

40-60% change I I | I I

20-40% change I |

0-20% change

Distribution of change in event volume by host - Last 3 Days

>Hiiengs |I|II I...I||I|||||||..|.... ;
60-80% change
40-60% change I I I " I I

HERIE NI NIkl
N T ¥ AT 1 (111 (11T (T

20-40% change I I I

Distribution of change in event volume by service - Last 3 Days

»B0xchange |||I|IIII|||............ [P .
60-80% change
IIIIIIIII mr i1 1 IIIIII

40-60% change
20-40% change I

0-20% change

Anomalies Detected - Last 3 Days

Anomalies - 5 Most Recent
Ancmaly detected in event volume

4/25/2015

12:47:00.000 10.10.1.6 - PLRAnomalyDetectionService

Anomaly detected in event volume

4/24/2015

10.10.1.6 - PLRAnomal tect rvic
05:43:00.000 0.10.1.6 - PLRAnomalyDetectionService

Anomaly detected in event volume

472412015

10.10.1.6 - PLRAnomalyDetect: Vi
05:39:00.000 0.10.1.6 - PLRAnomalyDetectionService

Anomaly detected in event volume

Events - Last 3 days

T
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Rocana Ops

Top Event Sources - Last 3 Days Distribution of change in event volume by location - Last 3 Days Anomalies Detected - Last 3 Days
cten seoncnes ({111 HAAAERAERD
aws-us-west-2 70.1kevents Q
host 60-80% change
bryanintscalingdatacom 413kevents Q
40-60% change
cdh5-4.int.scalingdata.com 10.1kevents Q
cdh5-3.intscalingdata.com 899%events Q 20-40% change I I
cdh5-2.intscalingdata.com BuLkevents Q
s N (RRRRARE SRR 1
service
cdh 265kevents Q
rocana-metric 20.4kevents Q Distribution of change in event volume by host - Last 3 Days
rocana-solr 11.2kevents Q I I
> 80% change I
. sou & (1| J 18 1T [TTTTTT I .
rocana-hdfs 159 events Q 60-80% change I I
40-60% change I l l “ I

——TTTT T Quickly identify suspect problems by
TR RO Y 111111111 |ooking at activity across the data
center components.

Distribution of change in event volume by service - Last 3 Days

>80% change IIlII“"l“nllll"“" LTTR :

wooemrse 1|l I

40-60%change 1 ||||||| mr e 1 II i
20-40%change | II It rmermwrm 1 I (I (N II

e e 11111 11 (YL T

-

) 4‘.’
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Holistic View

Y rocana

Zoom In on an Anomaly

Top Event Sources - Last 3 Days Distribution of change in event volume by location - H_I_I_P L t . I 7 h 3 5 .
gV 181111111 i It

- N considered normal!

bryanintscalingdatacom &413kevents Q

Anomalies - 5 Most Recent

2015-08-05 07:23:00.000 -07:00
Anomaly detected in metric crm.httpd.request.latency for service: httpd,
location: us/west/2a and host: web-02.int.rocana.com. Expected value was o
3585.29 where the observed value was 6912.45 during the 1 minute
window.

| TTTT— e s

wooemrse 1|l I

40-60% change ||||||||| mrrn o1 ||“"

20-4onchange | doce v ome bl

O:200change o es |I|||I||I|I|I|I|||I|I““I|"“II"|“|"III|“"“|I"II| | D,

)

:0‘ ol
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Performance Dashboard

CRM Performance

Free Memory CPU Utilizaiton

Review Metrics for Affected Hosts

Drilling down into an anomaly provides

a useful set of debugging information.

:‘.* ¢ ol

A v“‘
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Detailed view of CPU Ultilization

CPU Utilization Mouse-over Chart for Details

Hovering shows the data for each

object and that point in time.

2015-08-05 07:23:.00 -07:00

B db-01.int.rocana.com - rocana.host.cpu.all.perc_idle: 0.42%
I app-01.introcana.com - rocana.host.cpuall.perc_idle: 4.64 %
B web-01.int.rocana.com - rocana host.cpu.all.perc_idle: 2.61 %
| web-02.int.rocana.com - rocana host.cpu.all.perc_idle: 2.0S »
I app-02.introcana.com - rocana.host.cpuall.perc_idle:  46.07 f

B db-02.int.rocana.com - rocana.host.cpu.all.perc_idle: 4,75

s

4
Y./®
- | “' Y, >

P “rocano.



Visualizations Guide You thru the Data

CPU Utilization

2015-08-05 07:23:00 -07:00

B db-01.int.rocana.com - rocana.host.cpu.all.perc_idle: 0.42%
I app-01.introcana.com - rocana.host.cpuall.perc_idle: 4.64 %
B web-01.int.rocana.com - rocana.host.cpu.all.perc_idle: 2.61%
I web-02.int.rocana.com - rocanahost.cpuall.perc_idle: 2095
I app-02.introcana.com - rocana.host.cpuall.perc_idle:  46.07
B db-02.int.rocana.com - rocana.host.cpu.all.perc_idle: 4,75

This One May Be a Little Obvious

The CPU Utilization spike for
app-02.int.rocana.com
looks suspicious to me...

\o:" ol

: “Yrocana.



Visualizations Guide You thru the Data

2015-08-05 07:23:00 -07:00

B db-01.int.rocana.com - rocana.host.cpu.all.perc_idle:
I app-01.introcana.com - rocana.host.cpuall.perc_idle: 4.64 % [
B web-01.int.rocana.com - rocana.host.cpu.all.perc_idle: 2.61% |' | A
web-02.int.rocana.com - rocana.host.cpu.all.perc_idle:
I app-02.introcana.com - racana.host.cpu.all.perc_idle:
B db-02.int.rocana.com - rocana.host.cpu.all.perc_idle:

0.42% / lll

-
2.09 | | J \'.,
46.07 ﬁ
475 | |

A Little Less Obvious
CPU Utilizatia
1 The CPU Utilization curve for
| db-02.int.rocana.com
IS less obvious, but also curious...

w00

- Y'rocana.



Customize Your View of Data

HTTP Request

L — — __l 2015-08-05 07:23:00 -07:00 ’
—-
I web-01.int.rocana.com - crm.httpd.request.latency: 3,475.41 microseconds

2k ‘ 7] web-02.int.rocana.com - crm.httpd.request.latency: 6,912.45 microseconds
h Confirm Our Hypothesis

S elzEUM  Viewing two charts together verifies that
the CPU spikes are concurrent with the

response time issues.

NTA
P\ o“
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Different Visualizations To Compare Peers

i hostweb-02int ocana.com

¥ hostapp-0introcanacom

N
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Access to the Raw Data

i hostweb-02int ocana.com

¥ hostapp-0introcanacom

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22.503 -07:00  gcation: s/ west/2a Hostname: app-02.int.rocana.com Service: tomcal

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22503-07:00  Lgcation: us/west/2a Hostname: anp-02.introcana com Service: (omcal

2015-08-05 2015-08-05 14:23:22.503 INFO 149889 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22.503-07:00  ocation: s/west/2a Hostname: app-02.int.rocana.com Service: fomcal

2015-08-05 2015-08-05 14:23:22.503 INFQO 14989 --- [io-8080-exec-33] com.rocana.example.app.Application : CRM Server environment: crmuversion=1.3.0-BETA
07:23:22.503-07.00  Lgcation: us/west/2a Hostname: app-02.introcana.com Service: fomcat

2015-08-05 2015-08-05 14:23:22.496 INFO 14988 --- [i0-8080-exec-39] com.rocana.example.app.Application : Starting Whizbang CRM

07:23.22.496-07:00  |gcation: us/west/2a Hostname: app-02 int.rocana.com Service: (ol

e. .‘l

l‘:
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Out-of-the-Box Functionality to Guide Users

X hostapp-Uintrotanacom

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22.503 -07:00 | gcation: us/west/2a Hostname: app-02.int.rocana.com Service: tormcal

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22.503 -07:00 Location: us/west/2a Hostname: app-02.int.rocana.com Service: fomcat

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [io-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/ust/java/jdk1.8.0_51/jre
07:23:22.503-07:00  Lgcation: s/ west/2a Hostname: app-02.introcana.com Service: fomcal

2015-08-05 2015-08-05 14:23:22.503 INFQO 14989 --- [io-8080-exec-33] com.rocana.example.app.Application : CRM Server environment: crmuversion=1.3.0-BETA
07:23:22.503-07.00  Lgcation: us/west/2a Hostname: app-02.introcana.com Service: fomcat

2015-08-05 2015-08-05 14:23:22.496 INFO 14988 --- [i0-8080-exec-39] com.rocana.example.app.Application : Starting Whizbang CRM

07:23.22.496-07:00  |gcation: us/west/2a Hostname: app-02.int.rocana.com Service: fomcal

)

o
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Visually Search through Raw Data

X hostapp-Uintrotanacom

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22.503 -07:00 | gcation: us/west/2a Hostname: app-02.int.rocana.com Service: tormcal

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [i0-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/jdk1.8.0_51/jre
07:23:22.503 -07:00 Location: us/west/2a Hostname: app-02.int.rocana.com Service: fomcat

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [io-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/ust/java/jdk1.8.0_51/jre
07:23:22.503-07:00  Lgcation: s/ west/2a Hostname: app-02.introcana.com Service: fomcal

2015-08-05 2015-08-05 14:23:22.503 INFQO 14989 --- [io-8080-exec-33] com.rocana.example.app.Application : CRM Server environment: crmuversion=1.3.0-BETA
07:23:22.503-07.00  Lgcation: us/west/2a Hostname: app-02.introcana.com Service: fomcat

2015-08-05 2015-08-05 14:23:22.496 INFO 14988 --- [i0-8080-exec-39] com.rocana.example.app.Application : Starting Whizbang CRM

07:23.22.496-07:00  |gcation: us/west/2a Hostname: app-02.int.rocana.com Service: fomcal

)

o
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ldentify the Root Cause

2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [io-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: java.home=/usr/java/j e
07:23:22.503 -07:00  Lgcation: us/west/2a Hostname: app-02.int.rocana.com Service: (ormcal
2015-08-05 2015-08-05 14:23:22.503 INFO 14989 --- [io-8080-exec-39] com.rocana.example.app.Application : CRM Server environment: crmwersion=1.3.0-BETA
07:23:22.503-07:00  geation: us/west/2a Hostname: app-02.introcana.com Service: fomcat
2015-08-05 2015-08-05 14:23:22.496 INFO 14985 --- [i0-8080-exec-39] com.rocana.example.app.Application : Starting Whizbang CRM
07:23:22.496 -07:00  |geation: us/west/2a Hostname: app-02.int.rocana.com Service: fomcal

Q0

o
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Rocana Ops — REAL Customers!
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Case Study: Financial Services Company

Grow the top-line and address churn by improving performance of web properties

*rocana.
Data Event —
Operations Storage
EVENT DATA WAREHOUSE APPLICATIONS &
VISUALIZATIONS
REQUIREMENTS RESULTS
« Aggregate logs from many different systems » Single source of truth for IT Operations
* Reliable collection from geographically  Reduce MTTR

remote sites » Better customer experience on web properties

frocana.
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Case Study: Financial Services Company

Grow the top-line and addr rn by improving performance of web properties

"
|!"~|

=

APPLICATIONS &
VISUALIZATIONS

BB B

» Aggregat
* Reliable collection from geographically  Reduce MTTR
remote sites « Better customer experience on web properties

for IT Operations

Yrocanao.




Case Study: Big Box Retailer

Improve security posture with a modern, scalable solution

*rocana.
3 i
E
a
Data Event L
Operations Storage
EVENT DATA WAREHOUSE APPLICATIONS &
VISUALIZATIONS
Lossless data collection Low overhead publish-subscribe Fast, direct data access
from remote sites for integrating with other systems using common tools

From collection to ready-for-query in <1 sec

Frocano.
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Case Study: Big Box Retailer

Improve security posture wj odern, scalable solution

APPLICATIONS &
VISUALIZATIONS

\

Fast, direct data access
using common tools

B B A

Lossless d
from re

From collection to ready-for-query in <1 sec

Yrocanao.




Case Study: International Gaming Company

Improve customer experience by analyzing network traffic

*rocana.
3 i
8
o
Data Event —
Operations Storage
EVENT DATA WAREHOUSE APPLICATIONS &
VISUALIZATIONS
REQUIREMENTS RESULTS
» Scale to millions of users * Improved game play
« Lossless data collection  Enhanced revenue
« Data available for analysis in near real-time * Improved security & hacking prediction

Frocano.
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Case Study: International Gaming Company

Improve customer experience by analyzing network traffic

*rocana.
3 i
8
o
Data Event —
Operations Storage
EVENT DATA WAREHOUSE APPLICATIONS &
VISUALIZATIONS
REQUIREMENTS RESULTS
» Scale to millions of users * Improved game play
« Lossless data collection  Enhanced revenue
« Data available for analysis in near real-time * Improved security & hacking prediction

Frocano.
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Case Study: Big Box Retailer

Improve security posture wj odern, scalable solution

30+ TBs / Day o

APPLICATIONS &
VISUALIZATIONS

\

Fast, direct data access
using common tools

B B A

Lossless da
from re

From collection to ready-for-query in <1 sec

Yrocanao.




Getting REAL with Big Data for IT Ops

See a demo in the Oracle Big Data Showcase

A'roCcaNQ.
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